Spirent Communications

Ensuring the authenticity of position and time
services is becoming a major requirement in
many GNSS applications, demonstrating the
need of tools to support the design, testing,

and validation of protection mechanisms at the
user and system levels. This work describes the
architecture of the GNSS Authentication and
User Protection System Simulator (GAUPSS),

an innovative testbed that uses software to
control hardware equipment and capable of
creating realistic scenarios for GNSS threats.

The testhed is designed to expose weaknesses of
detection mechanisms in user equipment, test the
effectiveness of new receiver-based mitigation
techniques, and support analysis of system-
level schemes to guarantee the authenticity

of received signals. Preliminary results from a
validation campaign are presented in this work.
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ncreasing demand for ensuring the authenticity of satel-

lite signals and position/velocity/time (PVT) calculations

raises the need for tools capable of assessing and testing

innovative solutions for verifying GNSS signals and PVT.
Today’s civilian systems do not provide authentication at the
system level, and a number of mitigation strategies have been
developed in the last 10 years at user segment in order to protect
receivers from interference and deception.

However, the lack of tools and instruments capable of evalu-
ating these protection techniques prevents system integrators
and end users from determining the solutions’ robustness and
identifying associated risks. This situation is mainly due to
the fact that existing tools are designed to simulate the per-
formance and integrity of user equipment in non-intention-
al interference scenarios. Those tools that are used to assess
intentional interference typically are limited to radio frequency
interference (RFI) scenarios.

The core problem arises from the difficulty of characteriz-
ing all the different possibilities of position and time deception
or “spoofing,” such as the simulation of signals together with
interfering signals, replicating space data, or synchronizing of
authentic and counterfeit signals. Figure 1 characterizes the
avenues of attack for these spoofing attempts.
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Another limitation of existing tools is
that they do not allow the test and imple-
mentation of authentication schemes at

the data and signal levels. Existing com-
mercial products implement the signal-
in-space (SIS) as defined by the respec-
tive interface control documents (ICDs)
and find it difficult, for example, to sim-
ulate new schemes for data modulation,
authentication, or multiplexed coding.

This article describes the high-
level system architecture of the GNSS
Authentication and User Protection
System Simulator (GAUPSS) test bed,
together with some preliminary results.
The tool has been integrated in the Euro-
pean Space Agency (ESA) radionaviga-
tion lab at the European Space Research
and Technology Center (ESTEC) in
Noordwijk, The Netherlands, where
GAUPSS is in its final validation phase.

The GAUPSS design had to meet four
key types of requirements: the genera-
tion of deception scenarios, implemen-
tation of detection techniques based on
satellite signal observables, generation of
open GNSS signals that embed authen-
tication, and detection of deception
in the digital signal processing (DSP)
domain. The sidebar, “GAUPSS Func-
tional Requirements,” describes each of
the categories of requirements in further
details.

GAUPSS Architecture

The GAUPSS testbed architecture has
been planned so as to allow a fully soft-
ware implementation, leveraging the use
of existing professional, commercial oft

User possibilities

for deception
I

GAUPSS Functional Requirements

The main requirements for generating

various deception scenarios include:

o capability of replicating signal-
in-space navigation data

o capability of aligning space sig-
nals with replica signal

 single-channel range, phase, dop-
pler, and power control

» multiple channels range, phase,
doppler, and power control

 generation of RFI for stealth spoof-
ing in order to force a receiver to
switch from tracking to acquisition.

Detection techniques based on

observables defined in the GAUPSS

requirements include the capabil-

ity to detect the following:

« inconsistencies in observable
data, such as time, front-end
gain, and pseudorange jumps

» navigation data inconsisten-

the shelf (COTS) hardware equipment
for both GNSS simulators and receiv-
ers. This allows maximum flexibility in
the design and integration of mitigation
strategies, interfaces, and-evolution of
the tool. Figure 2 presents a schematic
outline of the GAUPSS architecture.

Offparticular note among the various
components that have been developed
and integrated in GAUPSS are:

SCS (Simulator Controller Software).
This unit receives data from space via
a receiver interface and controls com-
mercial GNSS simulators in order to
generate all possible types of interference
and deception that can assail a target
receiver. This software reveals in a user-
friendly interface the combination of the

+ .
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cies with respect to the known
authentic navigation data

o deception based on single-channel
transmitters (e.g., pseudolites) based
on receiver autonomous integrity
monitoring (RAIM) techniques.

To fulfill the testbed’s main require-

ment to generate and verify GNSS signals
that embed authentication, this includes
the functional capability to add naviga-
tion message authentication (NMA) via
cryptographic primitives, add signal
authentication at the spreading code level,
and to receive, decode, and verify the
implemented authentication schemes.

Finally, the high-level requirements for
DSP-based detection techniques are detec-
tion and exclusion of non-authentic sig-
nals in the receiver acquisition phase, and
detection and exclusion of non-authentic
signals in the receiver tracking phase.

full capabilities of signal generators that
are otherwise not directly available to a
user (time tagged scenarios, time syn-
chronization, smooth signal generation
without committing hardware resourc-
es, calibration capabilities).

SVAM (Signal Validation and Analysis
Module). The SVAM connects to the
target receiver and monitors the effec-
tiveness of the various deception and
interference techniques. Furthermore,
this unit is in charge of integrating the
detection techniques based on observ-
able data in a target receiver.

SASMO - Signal Authentication
Sequence (SAS) and Navigation Mes-
sage Authentication (NMA) Module. The
SASMO is a fully multi-constellation
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FIGURE 2 The GAUPSS architecture

GNSS software signal simulator capable
of generating open GNSS 'signals and
adding authentication schemes in both
the data and spreading code domains.
The unit can also interface to commer-
cial GNSS simulators in order to import
a simulation scenario.

SWR (Software Receiver). This is a
multi-constellation GNSS receiver capa-
ble of acquiring and tracking GNSS sig-
nals and performing a position solution.
It integrates authentication mechanisms
generated by SASMO and detection of
counterfeit signals at both the acquisi-
tion and tracking stages.

SCS and SVAM Use in
Scenarios
The simulator controller software and
signal validation and analysis mod-
ule — referred to as SCSV when their
operation is discussed together — can
operate in various architectures in order
to support static and dynamic scenarios,
and can perform tests with both SIS and
simulated open GNSS signals.

The first architecture of interest is
one that attempts to counterfeit space

signals and test possible mitigation
strategies. Designed for laboratory use,
this architecture requires an external
antenna for reception of space signals
and is limited to static scenarios. A
second architecture was developed to
test dynamic scenarios in a laboratory
environment and requires the use of two
GNSS simulators, which are controlled
by the simulator controller software.

A third architecture has been
designed to add the capability of testing
dynamic scenarios with the support of
the multipath function of GNSS simu-
lators. With this approach, authentic
signals are generated by the standard
feature of the constellation simulator,
while the multipath capability simulates
the effects of a counterfeited signal. The
architecture allows very accurate testing
of code and frequency offsets.

SCSV Architecture 1. In Architecture
1, a receiver (RxB) receives signals-in-
space from a reference antenna and
extracts observable data, orbits infor-
mation, and real-time navigation data.
This data is used by the SCS to create
simulations perfectly aligned with the

live signals both in data and range.

Simulation time is disciplined by the
RxB 1 pulse per second (1PPS) in order
to generate coherent signals with one- to
three-nanosecond accuracy. As shown
in Figure 3, SIS and simulated signals are
combined and fed to the target receiver
(RxA). SCSV collects data from RxA in
order to assess the receiver lock state,
carrier-to-noise (C/N ) ratio, and range
variations and compare them with the
ones that are generated for the signal
simulator by SCSV.

SCSV Architecture 2. Architecture
2 has been designed to test dynamic
scenarios in a laboratory environment
(Figure 4). It requires two GNSS signal
generators: one signal generator acts as
the space signal, while the second acts
as an interferer.

RxB is still used to collect reference
orbit and navigation data parameters,
while RxA receives the combined signal
from both RF signal generators. In this
architecture the authentic GNSS signal
generator controls the time sync of the
second signal generator via a 1PPS inter-
face.
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FIGURE3 SCSVin Architecture 1 configuration

FIGURE4 SCSV in Architecture 2 configuration

FIGURES SCSV in Architecture 3 configuration

SCSV Architecture 3. Figure 5 shows
the third SCSV architecture, which uses
a single GNSS signal generator to assess
both static and dynamic scenarios. The
GNSS constellation simulator generates
authentic signals, while the multipath

signals are controlled by an external
software that generates the spoofed
pseudoranges.

This allows, for example, the test-
ing of scenarios where the dynamics
are identical in a first phase, and in a

second phase the counterfeited signal
(simulated by multipath) attempts to
cause the target receiver (RxA) to devi-
ate to a desired dynamic. This mode
allows fine testing of algorithms and
the simulation of all possible scenarios
of code and frequency offset for multiple
channels. It also allows the evaluation of
different authentic and counterfeit signal
combinations.

When the SCS starts a simulation,
it has the capability to control power
and range on the counterfeit signals in
order to attempt to deceive the receiv-
er. For example, the tool can support a
simulation that begins with all authentic
signals, then attempts to switch on and
raise the power of a fake PRN (pseudo-
random noise code of a signal) perfectly
aligned with the authentic one, increase
the power in order to get the receiver to
lock on the new signal, and modify the
code range in an attempt to create a false
final PVT solution.

Figure 6 is a screenshot of the SCS
graphical user interface (GUI), which
shows the C/N and pseudorange moni-
tor on the left side. The central area of
the GUI screen deals with channel con-
trols, and the right side shows the cor-
relation peak output of the receiver.

Real-time data is used particularly
to assess the receiver behavior under a
spoofing barrage and can provide aware-
ness and results on the effects of differ-
ent scenarios.

The SVAM module collects data
from the target receiver (RxA) for the
purpose of analysis and implementa-
tion of detection strategies. The module
supports three types of investigation and
detection mechanisms:

« detection based on analysis of
observables data

o detection based on analysis of navi-
gation data

o detection based on pseudorange
measurement residual (based on

RAIM).

The tool supports the setting of
parameters for thresholds in observable
data jumps (such as time, C/N, pseudo-
range jumps, or total lock time). This can
provide a primary indication of receiver
deception, particularly when the sophis-
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FIGURE 6 Screenshot of SCS graphical user interface

FIGURE 7 SVAM GUI, with navigation data monitor

tication of the interferer is low (where,
for example, ranges and power are not
synchronized).

Navigation data is also compared
with SIS data in order to assess if the
navigation data is authentic. The analy-
sis of navigation data is of particular
interest for monitoring which signal is
tracking the receiver, as SCSV has the
capability to modify the bits or to set
specific flags in spare bits in order to
monitor when the counterfeit signal has
taken over. Figure 7 presents a screenshot
of the SVAM GUI with the navigation
data monitor.

Finally, detection based on RAIM
has been implemented, in order to moni-
tor out-of-range pseudorange measure-
ment residuals that can be caused by
such things as a single-channel trans-
mitter (a pseudolite, for example).

SASMO Architecture
The SAS and NMA module is a multi-

constellation GNSS software signal sim-
ulator designed to simulate authentica-
tion schemes. It generates open GNSS
signals and stores the I/Q (in phase and
quadrature) signal samples in a file to
be processed by the GAUPSS software
receiver.

The following blocks comprise the

data and signal generation based on

the simulation scenario

 a data decoder/encoder block that
adds the authentication data in the
predetermined fields. The bits to be
included in the authentication func-
tion and the signature bits are iden-
tified in signature masks so that the
user can test different position in the
data frames.

o the NMA generator block, which
loads the crypto keys and generates
signatures based on both symmetric
and asymmetric protocols

« asignal generation block capable of
generating GPS and Galileo signals
on I/Q samples

o+ an SAS generator block that gener-
ates authentication schemes based
on SAS (described in further detail
in the paper by O. Pozzobon et alia
listed in the Additional Resources
section at the end of this article).
The signal generated by SASMO can

be transmitted via RF software defined

radio with a mixer upconverter. Figure 9

shows a screen display of a SASMO GPS

signal.

NMA Schemes Implemented in SASMO.
Navigation message authentication has
been integrated into SASMO with two
options:

o Fast authentication scheme refers to
a symmetric key encryption proto-
col based on a keyed-hash message
authentication code (HMAC). This
method requires limited bits, which
can be truncated. It could be applied,
for example, in possible evolution of

Simulation files

SASMO architecture

(shown schematical-

ly in Figure 8):

o an interface to i
import GNSS settings
simulator sce-
nario data, Simulation

engine

including con-
stellation propa-

gation informa-
tion (code delay,
Doppler) and
navigation data
« a simulation

Simulator
Interface Settings
¢ \
E1B Data NMAI
Decoder/Encoder generator
¢ Settings
\
Signal SAS
Generator Generator

engine block
FIGURE8 SASMO high-level block diagram
that manages the
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FIGURE9 SASMO GPS signal transmitted at
6Msps and displayed on vectrum analyzer

Galileo at every page (two seconds)

in a navigation message.

o Slow authentication scheme refers to
a public key authentication method
based on the Elliptic Curve Digital
Signature Algorithm (ECDSA). This
type of scheme requires more bits
and could be applied in possible evo-
lution of Galileo at every subframe
(30 seconds).

Symmetric schemes based on HMAC
use limited bandwidth, but they require
a security module in the receiver (other-
wise the key could be re-used for HMAC
generation).

Public-key schemes based on ECDSA
require a simpler receiver architecture,
but signature size is significantly larger.
In ECDSA the signature cannot be trun-
cated because the entire data set must
be decrypted by the receiver for verifica-
tion. Table 1 shows examples of key sizes
that have been tested in SASMO, with
the relevant difference in signature size.
Definition of security parameters (such
as key size or initialization vector struc-
ture) is not an objective of this paper.

Signal Authentication
Sequences (SAS)

SAS is a concept proposed in the previ-
ously cited paper by O. Pozzobon et alia
that refers to the advanced release of a
short sequence of encrypted PRNs in a
non-encrypted data channel in the same
frequency.

In a hypothetical implementation of
this concept, the satellite would trans-
mit in the navigation data of a non-
encrypted signal a small sequence of

chips that are later used for modulation
of the encrypted signal. The receiver
then attempts to correlate the received
SAS data with the encrypted signal at
the predetermined epoch, and verifies
the correlation value with respect to a
predefined security threshold.

Figure 10 shows an example of how
SAS is obtained from an encrypted
sequence.

SASMO supports SAS generation.
SAS data is obtained by encrypted chan-
nels (generated by dummy PRNs) and
stored for subsequently transmission.

Software Receiver

Architecture

The GAUPSS SWRis a software-defined

multi-constellation GNSS receiver

designed to support detection and miti-

gation of counterfeit signals by imple-

menting the following strategies:

« support of NMA as generated by the
SASMO simulator

o support of SAS
as generated
by the SASMO

(gray) and the signal authentication
blocks (brown).

The DSP techniques that have been
designed include the search of secondary
peaks during the acquisition phase and
the definition of a number of “sentinel”
correlators in the tracking phases for
monitoring the presence of other signals.
These techniques are further detailed in
the next section.

NMA data is verified after bit extrac-
tion. SAS sequences are verified during
the tracking phase at every second.
Suspect PRNs detected from the DSP,
NMA, and SAS blocks are reported to
the position solution function for exclu-
sion and alert notification.

SWR can track signals directly via
SASMO, via file interface or can acquire
signals from the hardware front-end
interface. The software-defined radio
mentioned earlier has been used for both
signal transmission via SASMO and sig-
nal reception via the SWR. The SWR is

Key size

Signature

(bits) size (bits)  Truncation

simulator Fast authentication | HMAC Symmetric 256 128 U;Sbgte-)g
o detection of s
counterfeit sig- Slow authentication | ECDSA Asymmetric 112 288 n/a

nals at both
acquisition and
tracking stages

using DSP S
techniques. S
Figure 11 shows 0 o
the SWR high level S

architecture, com-
prising the acquisi-
tion, tracking, and
position blocks

TABLE 1. NMA Crypto schemes comparison in SASMO

FIGURE 10 Example of SAS obtained by an encrypted cannel

To

GPS | | GPS Bit extraction| _ |Pseudorange||_| GPS || | Logs
Acquisition Tracking & decoding Sat Position Position g
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FIGURE 11 Software receiver high-level architecture: acquisition, tracking, and position blocks

(gray) and signal authentication blocks (brown)
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used also to acquire signals generated
by SCSV via GNSS signal generators, in
order to test DSP techniques for detec-
tion of deception attempts.

Preliminary Results of
Mitigation Techniques
Detection of counterfeit signals in the
tracking loop domain has been enhanced
in the software receiver in order to have a
configurable number of tracking points
that can detect non-authentic signals
entering the tracking loop.

The standard approach that employs
three (bi-phase shift keying, BPSK) or
five (binary offset carrier, BOC) corre-
lators cannot be used to distinguish any
spurious component in the autocorrela-
tion function (ACF), due to the limited
number of samples taken from the whole
ACEF. Figure 12 shows a counterfeited sig-
nal entering the correlator and not being
detected by standard tracking function.
Note that a malicious signal that is syn-
chronized in range with a real signal
can appear as multipath. Differentiating
between them is not trivial and is not an
objective of the current work.

Our approach is based on the design
of a correlation subsystem, referred to
as the “Sentinel Engine,” that runs in
parallel with the ordinary E/P/L (early/
prompt/late) correlation function. The
Sentinel Engine’s correlators can be
defined with an unlimited number and
different delays with respect to E/P/L,
providing a finer resolution for searches
in the time domain. (See Figure 13.)

This allows the development of met-
rics (algorithms) that can detect coun-
terfeit signals that attempt a so-called
“carry off attack,” where an attacker
attempts to align a false signal with a real
one in order to force the receiver to lock
onto the first one. (The paper by T. E.
Humphreys et alia listed in Additional
Resources is another example of a test-
bed that can assess such attacks.)

When under attack, the counterfeit
signal generates some distortion in the
ACF, which is inconsistent with the ideal
shape. Two metrics have been chosen to
measure deviations and unbalancing of
ACEF distribution: Center of Mass (CoM)
and Skewness (SKEW), following a simi-

-2 0 2
Delay [chips]

1

0
Delay [chips]

FIGURE 13 Higher-resolution Sentinel Engine (Absolute Value)

lar approach derived from particle phys-
ics and mechanics.

Model Definition

In a real scenario, the RF signal is first
filtered by the front-end, then down-
converted to baseband, and finally mul-
tiplied and summed.

While the metrics should be evalu-
ated from a statistical point of view, the
derivation of expectation and variance
becomes a complex mathematical prob-
lem due to the correlation properties of
ACEF: the defined metrics are non-linear
combinations of correlated random
variables, with non-negligible covari-
ance terms that impede the resolution
in closed form. As a consequence, the
model has been simplified in order to
accomplish a closed form evaluation.

For this reason, the metrics and
models have been chosen in order to
maintain the possibility of verification
through closed formulas, minimize the
effect of ACF model approximations,
and maintain model variables as much
as possible joined to the real-life param-
eters of the ACF.

Such constraints led to the adop-
tion of a model of the shape of ACF: it
has been “artificially” built in order to
obtain a formulation for the mass w,
as close as possible to the real ACF, but
suitable to simplify calculations and get
closed form formulas. Details of the
mathematical model will be presented
in future publications.

Metrics and ACF Model. CoM and
SKEW will be used to evaluate the
displacement (CoM) and unbalanc-
ing (SKEW) of the distribution of ACF
abscissas, with respect to the prompt
position. Table 2 defines the terms used
in this model.

Pre-Filtering. Sampling granular-
ity, noise, and code cross-correlation
strongly affect the performance of the
chosen metrics. We have implemented
a filtering method based on an analysis
of the ideal ACF shape: noise filtering
should take advantage of signal proper-
ties, provided that the counterfeit signal
peak emerges from the noise floor.

As aresult, the method makes use of
a threshold to filter out the “low-mass”
sentinels before calculation. The thresh-
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Center of Mass

N
(Col) Di=1 Wi Si

N
Zi:1 wi
CoM is the weighted mean value of the abscissas: in an ideal condition, it is 0, because the
ACF is mirrored around 0 delay.

CoM =

Skewness (SKEW) >N wi(si—CoM)3

N
Zi=1 wi

SKEW = T
(Z?’ﬂwi-(si—CoM)Z)E
2L, wi
SKEW is a measure of the asymmetry: in ideal condition, because of ACF mirraring, SKEW is
0. The formula has a correction factor, to reduce the bias of the estimator.

JN-(N-1)

N-2

S This is i-th "sentinel” position, which is the abscissa of the i-th value of the ACF function.

Alternatively, it can be seen as the delay of the i-th correlator, in chips. 5, = 0 at the center
of the ACF (corresponding to the prompt correlator). In Figures 13 and 14, Si are the x-axis

positions of the red dots (delay).

w(st) =W, Absolute value of normalized amplitude of the ACF. w, is defined as: w= “’1* 1, the sum
hetween the absolute value of the ideal ACF shape, and ahsolute value of noise (assumed
additive white Gaussian noise, AWGN). The absolute value of noise is given as absolute
value of a random variable (said X) with a normal distribution, has distribution defined as
Folded Normal; being X assumed WGN, mean is , the Folded Normal Distributions is defined

Half-Normal Distribution, with as parameter, only. This ensures a conservative estimation.

TABLE 2 Terms used in GAUPSS SWR algorithm used to detect counterfeit signals

old is related to the noise floor properties
(Figure 14). In other words, only “high-
mass” sentinels must be used, in order to
obtain a low-noise output.

Different simulations have been
performed with both the SCSV and

respectively, 0.2 and 0.3 seconds, when
the counterfeit signal enters the sentinel
engine. We are currently investigating
statistical analysis in clesed form and
verification via-Monte Carlo simulation

SASMO software on two GNSS systems 1000
that broadcast respectively BPSK and
BOC(1,1) signals. The simulated dynam- Bl
ics are the following: E -
o BPSK-PRN-1: counterfeit signal S
starts at 0.2 second, with a constant = 400
attenuation of 0 decibel. S
» BOC-PRN-5: counterfeit signal starts &£ 200
at 0.3 second, with a constant attenu-
ation of 0 decibel. % 0.5 10 L5

+ Pseudorange offset of the two attack-
ing component vary upon time, as
shown in Figure 15.

In the Figures 16 and 17, CoM and

Time [s]

1.4

B4 o2 0 2 46
Delay [chips]
FIGURE 14 Noisy ACF: thresholding for “low-

mass" sentinel filtering

for the tuning of the proper thresholds.
This will allow the minimization of false
positives and false negatives.

Conclusion

The GAUPSS testbed is a baseline for
performing analysis and research of user
segment protection and signal authenti-
cation. The development of algorithms in
the position solution domain and at the
DSP level in the receiver are fundamental
until future navigation systems provide
authentication at the system level.

1000

o =2 @
o o o
o o o

Pseudoranfe offset [m]

N
o
o

0 0.5 1.0 1.5
Time [s]

FIGURE 15 Plot of pseudorange ramps for BPSK and BOC signals

SKEW have been calculated without 2
filtering on BPSK-PRN-1 and on BOC- S0
PRN-5. Both of them are under attack, 5
but the noisy nature is quite evident, and 0 0.5 1.0 15
poor information on malicious signals .
can be deduced.
The filtering approach transforms g o
the statistic properties of the metrics, -
in particular their variance. As a result, % 05 1.0 15

we can easily isolate variations from the
nominal conditions.

The graphs in Figure 17 show how
SKEW and CoM vary significantly at,

Time [s]

CoM

0 0.5 1.0 1.5

SKEW
o

0 0.5 1.0 1.5
Time [s]

FIGURE 16 Measures of distribution of ACF abscissas: center of mass (CoM) and skewness (SKEW)

—representing displacement and unbalancing, respectively —before filtering (BPSKand BOC
signals)
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CoM

0 0.5 1.0 L5
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SKEW
o
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FIGURE 17 CoM and SKEW after filtering (BPSK and BOC signals)

Finally, GAUPSS is an ideal testbed
to assess the performances of future
authentication schemes at system level,
as the software module can be eas-
ily modified to test new encryption
schemes at the data or spreading code
level. Mathematical models with thresh-
old definitions for DSP-based detection
will be subject of future publications.

Manufacturers

The GAUPSS testbed described in this
article, including production of the SCSV,
SWR, and SASMO software, was devel-
oped by Qascom S.r.1., Bassano del Grap-
pa, Italy. It used GSS8000 GNSS simula-
tors and SimGen software from Spirent
Communications, Paignton, United
Kingdom, and PolaRx4 PRO receivers
from Septentrio, Leuven, Belgium. The
Universal Software Radio Peripheral
(USRP) from Ettus Research, Moun-
tain View, California, USA, was used to
transmit GNSS signals via RF, as shown
in Figure 9. Signal analysis employed an
RSA3408A spectrum analyzer from Tek-
tronix, Inc., Beaverton, Oregon USA.
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