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As interest in use of GNSS for safety critical applications gains momentum, interference concerns abound. Pulsed interference
and continuous wave signals can degrade the reception of GNSS signals. The authors present emerging concepts for detecting and
mitigating interference by means of digital processing techniques applied in the receiver.

MATTEO PAONNI, JAEGYU JANG, AND
BERND EISSFELLER
UNIVERSITY FAF MUNICH, GERMANY

STEFAN WALLNER, JOSE ANGEL
AVILA-RODRiGUEZ, JARON SAMSON, AND
FRANCISCO AMARILLO FERNANDEZ
ESA/ESTEC, THE NETHERLANDS

he use of GNSS for safety critical
applications is gaining interest,
particularly amongst aviation
users, who probably have the
most demanding requirements. The
GNSS frequency band containing the
Galileo E5 and GPS L5 signals is desig-
nated as an aeronautical radio naviga-
tion service (ARNS) band, which enjoys
legal protection from other services not
allocated to this frequency on a primary
basis.
However, GNSSes do not hold exclu-
sive rights to this frequency, and its use
of the frequency on a primary basis may

expose a GNSS signal to potential inter-
ference from other services that enjoy
similar emission rights, affecting per-
formance in safety critical applications.

These other services include pulsed
interference originating from systems
such as distance measuring equip-
ment (DME), Tactical Air Navigation
(TACAN) signals, and the Joint Tacti-
cal Information Distribution System
(JTIDS), as well as military radars that
may cause significant service degrada-
tion. Moreover, in addition to the severe
effects on the E5/L5 band by induced
interference, the situation becomes even
more problematical when these signals
are used in conjunction with the Galileo
E6 frequency band.

Not only pulsed interference, but also
other RF transmissions such as continu-
ous wave (CW) signals can degrade the
reception of GNSS signals. An example
of such interference occurs due to the

harmonics originating from the Euro-
pean digital video broadcast terrestrial
(DVB-T) service, which can appear in
RNSS frequency bands.

Interference can be mitigated
through various means. On the hard-
ware side, specialized instrumentation
such as choke rings or active beam-
forming antennas, suppress interference
and improve the reception of line-of-
sight satellite signals. Special RF front-
end architectures make use of pulse
blanker and/or automatic gain control
(AGC) to reduce RFI. With respect to a
GNSS receiver’s digital signal processor
(DSP), performance degradation due to
interference can be treated in the receiv-
er’s software, using interference mitiga-
tion algorithms.

In this column, we will focus on
the DSP solutions, although we need to
emphasize that in order to achieve the
best results, all three elements of a gener-
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measures taken for BN FIGURE 1 Touching wavelet spectra

individual element need to
be coordinated with the others.

Interference Mitigation

by Means of Wavelet

Pulse blanking is the most common
approach to suppress pulsed interfer-
ence. However, some traditional pulse
blanking designs are based on monitor-
ing the automatic gain control (AGC)
within the receiver’s front-end and acti-
vating the blanking at instances when
an abrupt and significant increase of
the AGC is reported. Due to the limited
dynamics of the AGC, pulse blanking
suffers is less effective in cases where
high pulse repetition frequencies occur.

The wavelet based technique
described in detail by C. Burrus et alia
in the publication cited in the Additional
Resources section near the end of this
article is not based on AGC techniques.
Thus, it is not only suited for high power
pulses but also for medium to low power
pulses, as we will demonstrate later on.
Further benefits of the wavelet approach
to interference mitigation for pulsed
interference are explained in the article
by E. Anyaegbu et alia (see Additional
Resources) in the frame of GNSS signal
processing.

The traditional Fourier series and
fast Fourier transformation (FFT) are
based on sinusoidal functions with infi-
nite support. Although applying this
transformation gives complete insight
into the signal’s frequency evolution, it
removes all time-dependent information
that we might want to analyze.

An analysis of pulsed interference
requires both a time and frequency rep-
resentation of the signal. To achieve this
end, we could cut the signal into several
time-dependent sections and then ana-
lyze each independently. However, we
still need to determine the instant in
time to cut the signal, while identifying
all frequency components at a certain
time instance.

In order to meet this desire, we cut
the signal using a Dirac pulse and then

transform the result to the frequency
domain. The cutting of the signal cor-
responds to a convolution in the time
domain and thus to a multiplication in
the frequency domain. Finally, a Fourier
transform of the Dirac pulse contains all
possible frequencies and consequently
the frequency information of the initial
signal is smeared out to all frequencies.

This concept is an analogous to
Heisenberg’s uncertainty relation as —
in signal processing terms — it is impos-
sible to know the exact frequency and
the exact time resolution of a signal. The
key to analyzing pulsed interference can
be seen in the selection of the correct
cutting of the signal.

With wavelet analysis we overcome
this problem by selecting the time at
which to cut the signal using a flex-
ible and scalable window function. We
shift the window along the time axis for
every point in time the spectrum is cal-
culated, which can be repeated several
times using slightly compressed window
functions.

The final result is a time-frequency
representation of the signal. In the wave-
let analysis the frequency term is mostly
replaced, as explained later, by a scaling
operation to have a clear boundary to
the Fourier transformation.

Continuous Wavelet
Transformation

The continuous wavelet transforma-
tion for a time-dependent function f(#)
is defined as

YG)= [ FOv (0t )

where * denotes the complex conjuga-
tion, and y~ (¢) is called the wavelet
with the variables, scale, s, and transla-
tion, 1. The inverse wavelet transforma-
tion is given by

F@&= [y (s, t)ds de @

The wavelet functions are deduced
from one single wavelet, the so-called

mother wavelet y(t), by scaling and
translation according to

v, ()= %w(t:—rj @

The factor s°° guarantees energy
normalization.

These formulas are not linked to a
unique and single function y(t) as with
the case for the Fourier transformation.
We declare functions for which a num-
ber of characteristic properties hold as
“mother wavelets.” We invite interested
readers to consult Burrus et alia for a
further explanation of wavelet mother
functions.

Discrete Wavelet
Transformation

Working with sampled data requires the
definition of a discrete Wavelet Trans-
formation, given by

1 \V(t_k,%j%] @
7So JSo

with integers j and k, discrete scaling
steps, s,, and time dilations, T, , but con-
tinuous with respect to the time axis, t.

Discrete wavelets require an infinite
number of scalings and translations in
order to be able to fully represent the
original input function. Although a
break-oft of the wavelet series may offer a
way out, the truncation error still needs
to be controlled.

From the defining characteristics
of a wavelet function, we suggest that
Wavelet functions offer a band-pass-like
spectrum, where a compression in time
can also be expressed as a stretch in the
frequency domain together with a shift-
ing up to higher frequencies.

We use this characteristic to con-
struct a series of wavelets covering the
whole frequency range of our input
signal, where special attention needs to
be paid so that each stretched wavelet
spectra touch its neighbors as shown in
Figure 1.

Yk (t) =
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In practice, it is impossible to cover all spectrum of an input
function down to zero. The most elegant solution resulting in
applicable wavelets is to stop stretching the wavelet once the
open hole is small enough and then fill it with a so-called scal-
ing function. This function can be interpreted as a low-pass
filter, described in terms of its wavelets as

o)=2 (k) (0 ®

We graphically represent the use of scaling functions in
Figure 2.

Analogously, we can also add the Wavelet and its adjacent
scale function, resulting in a scaling function with a spectrum
twice as wide. Mathematically, Burrus et alia express this as

o(21)=Sh. ()"t~ k) ®)

Equation 6 expresses one scaling function as a function of
translated scaling at the next smaller scale. We describe the
wavelet replaced by the scaling function in Equation (7):

v(21)=Yg,. (2" t-k) @
k

Finally, we approximate the function to be transformed into
its representation with wavelets, as

FO =22, t=k)+ Xy, 0y (2t -k)
k k

Under the assumptions of having orthonormal scaling func-
tions ¢, () and an orthnormal wavelet function /9 (¥), the coef-
ﬁc1ents 7\ (k) and Vi (k) can be calculated as the scalar product
between the scahng wavelet function and the initial function
S(). We refer to the coeflicients )\j, (k) and yﬂ( k) as approximate
coefficients, cA, and respectively detailed coefficients, cD, later
on when we discuss the algorithmic implementation.

Pulsed Interference Mitigation by Wavelets
Now that we have defined the prerequisites for Wavelet analy-
ses, we would like to return to our original approach to iden-
tifying and mitigating medium to low pulsed interference by
means of wavelets.

Figure 3 identifies the individual steps for the wavelet-based
interference mitigation, an approach that will be outlined in
more detail next.

For demonstration purposes, we selected a scenario with
high pulsed interference power featuring a jamming-to-signal
ratio (J/S) of 51 decibels. IF samples of the signal in this scenar-
io are represented in Figure 4, where the interfering pulse can
clearly be detected by visual inspection. Later we will demon-
strate the capabilities and the potential of interference detection
by means of wavelets for low power pulses as well.

Step 1 — Discrete Wavelet Transformation. The first step
towards correctly identifying pulsed interference uses a discrete
wavelet transformation, with a complete manifold of poten-
tial wavelet mother functions. For the best results — that is,

Spectrum of Scaling Function ¢

Wavelet Spectra

Yisw, s w, Y% w, Y, w, f
FIGURE 2 Introduction of scaling function
4 N\ 4 N\
INPUT DATA ; Determination of
IF Samplesincl. DT]chnrsftgrran\t’ﬁ]ﬁt —> Exact Pulse Position
Pulsed Interference inTime Domain
o J . J . ¢ J
4 N\ 4 N\
OUTPUT DATA Inverse
. Pulsed Interferen
IF Samples excl. Discrete Wavelet [<]"" se%xcitseior? ence
Pulsed Interference Transformation
N J \ J

FIGURE3 Pulsed Interference Mitigation with Wavelets

IF Samples for Galileo E6 with pulsed interference
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FIGURE4 IF samples for high-power pulsed interference
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FIGURE 5 Approximate scale coefficients of the IF samples
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those yielding both the highest correlation between the pulsed
interference and the wavelet, as well as the lowest correlation
between the wavelet function and the GNSS plus noise signal
— an optimization could be carried out. Figure 5 illustrates the
approximate discrete wavelet transformation scale coefficients
for the IF samples shown in Figure 4.

Step 2 - Exact Pulse Position in Time. With appropriate knowl-
edge of the expected pulse duration, a constant windowing
function g(t) is generated and correlated with the approximate
scale coefficients. This determines the correct time location of
the pulse within the IF samples as shown in Figure 6, where
an easily distinguishable local maximum is obtained in the
pulse-present case.

If no pulse is present, as is the case in Figure 7, one cannot
detect a maximum can be detected. In that case, we use the
expression

_ max(CC(g(t),cA)
B mean(cA)

(9)

c

as a figure of merit for pulse detection via correlation, where
cA represents the approximate scale coefficients of the discrete
wavelet transformation.

Step 3 - Pulsed Interference Excision. After correct identifi-
cation of the pulse in the time domain, we perform a pulse
excision by modifying the affected approximate and detailed
scale coefficients, cA and c¢D. After comparing potential solu-
tions by modifying the scale coefficients, the classical blanking
approach still shows best performance.

Step 4 - Inverse Discrete Wavelet Transformation. In the final
step, we apply an inverse discrete wavelet transformation in
order to regain the original IF samples after eliminating the
samples affected by pulsed interference. Figure 7 shows our
results.

Low Power DME Interference Mitigation
Distance measuring equipment employs a transponder-based
radio navigation technology that measures distance by timing

or ]
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o repe = * S A REEEE % B AR B RS

_10'- - - - - " --

Discrete IF Samples after Pulse Mitigation

-15 i i i
0 0.5 1 1.5 2
Time [ms]

FIGURE 7 IF samples after pulse mitigation with wavelets and “wavelet
based blanking”

the propagation delay of radio signals. DME pulsed interfer-
ence is to be expected in the 1151-1213 megahertz frequency
range when operating in X mode, thus affecting the E5/L5
band.

A typical Gaussian DME pulse pair is shown in Figure 8.
While the wavelet-based interference mitigation approach has
been outlined earlier for high-power pulses, here, we assess
the performance of these algorithms for the case of low-power
interference. We use a standard pulse interval of 12 microsec-
onds between the two DME single pulses, while we consider
a repetition rate of about 2,700 pulse pairs per second (pps) at
the upper limit of the DME specifications.

The following test scenario is based on a J/S value of 18 deci-
bels. The corresponding IF samples are presented in Figure 9.

The five DME double pulses expected in the data of are not
detectable by visual inspection; however, by applying the dis-
crete wavelet transform, we can extract the DME pulses. Fig-
ure 10 shows the approximate wavelet coefficients after wavelet
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FIGURE 10 Approximate scale coefficients of the IF samples

transform with bi-orthogonal wavelets
of reconstruction order 3, and decompo-
sition order 5 together with the expected
DME pulse locations in the time domain
(highlighted by the red ellipses).

The next step is to correlate the
approximated wavelet coefficients, cA,
with a time window function of appro-
priate width. As the Gaussian DME pulse
shape is well known, we apply a window
function g(#) of 12 microseconds.

Figure 11 illustrates that the precise
and explicit detection of five DME pulse
pairs is now possible within the time
interval of 1.85 milliseconds, as expected
with pulse repetition rate of 2,700 pps.
A zoomed view into the highlighted
correlation values reveals the double
pulse characteristic of the DME pulses.
This demonstrates that even low-power

pulsed interference can be detected by
applying wavelet techniques.

Performance Assessment

of Wavelet-Based
Interference Mitigation

Now that we have demonstrated the
capability of wavelet techniques to detect
interference, we will apply the mitigation
approach and assess its performance. We
evaluate the mitigation approach, for
both the case of the high-power pulsed
interference scenario as well as for low-
power DME pulsed interference.

High Power Pulsed Interference. We
summarize the high power pulsed inter-
ference scenario in Table 1.

We apply the wavelet mitigation
algorithm and evaluate its performance
by means of the IpexSR software receiv-

0.5 1
Time [ms]

FIGURE 11 Correlation of approximate wavelet coefficients and windowing

Desired signal Galileo E6b/c (BPSK(5))

Coherent 1ms

integration time

Loop bandwidths DLL: 5Hz
PLL: 10 Hz
FLL: 4 Hz

RF front-end
handwidth

13 MHz (double sided)

Pulsed interference | Pulse duration: 2e-4 sec
Pulse repetition rate: 300 pps

J/S ratio: 51 dB

TABLE 1. Scenario characterization for high-power

pulsed interference

er, developed at the Institute of Geodesy
and Navigation at the University FAF
Munich and described in the article
by C. Stober (Additional Resources),
in terms of effective C/N,, delay-locked
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FIGURE 12 C/N, effective estimation for PRN 3 —High-power pulsed FIGURE 13 C/NO effective estimation for PRN 3 — Low-power DME pulsed
interference interference

loop (DLL), phase-locked loop (PLL),
and frequency-locked loop (FLL) track-
ing errors. The experiments were con-
ducted on the GPS PRN 3 satellite signal,
which we consider representative of any
GNSS channel. After four seconds the C/
N, estimation inside the receiver reached
a steady state, as shown in Figure 12.

A significant increase in the C/N,
of about three decibels can be observed
when comparing the data set where the
pulse is present (cyan) with the data sets
obtained after Wavelet mitigation. As
already indicated, blanking IF samples
affected by interference (green) shows
best performance while introducing no
further noise into the system.

Table 2 reports the effect of the wave-
let mitigation on the DLL, PLL, and FLL
errors. All evaluation criteria yielded
clear performance improvements for
the high-power pulse scenario.

Low Power DME Pulsed Interference.
The low-power DME pulsed interfer-
ence scenario presents much more chal-
lenging mitigation problems, due to a
substantially lower J/S ratio. We previ-
ously demonstrated that pulse detection
using the wavelet approach is feasible.
Table 3 characterizes the low power DME
pulsed performance scenario.

Figure 13 illustrates the degrading
effect of weak DME pulses on the effec-
tive C/N, — by almost one decibel in the
45.86-44.89 dB-Hz range. Applying the
wavelet-based interference mitigation
solution, the C/N, can be increased by

about 0.5 decibels compared to the
pulse-present scenario. The effects of the
wavelet-based interference mitigation
on DLL, PLL, and FLL performance is
shown only in tabular form in Table 4.

Our analyses show that wavelet-
based interference mitigation can be
applied to both high- and low-power
pulsed interference. We have also
demonstrated that the performance
enhancements in the case of low power
interference are not large, which was as
expected.

However, the performance might
change if more than one DME are simul-
taneously received. A measurement cam-
paign reported by A. Steingass et alia
(see Additional Resources) indicated
that quite a high number of DMEs can
be seen simultaneously over Europe. If
interference from uncorrelated DMEs is
arriving at the GNSS receiver, the perfor-
mance improvements might be signifi-
cantly higher than in the scenario under
consideration here, with a single DME.

Wavelet-Based Interference
Mitigation vs. Pulse Blanking
We compared the benefits and draw-
backs of the well-established time
domain pulse blanking technique with
the wavelet-based approach for mitigat-
ing pulsed interference.

All analysis is based on an IpexSR
software receiver with a front-end not
capable of performing real-time domain
blanking via AGC monitoring. A user

No Pulse Pulse Wavelet
Present | Mitigation Zero
DLL [m] l4e-2 | 23e-2 | 1.5e-2
PLL [cycle] | 3.2e-2 | 6.1e-3 | 3.8e-3
FLL [Hz] 1.7el 3.6e1 1.8el

TABLE 2. Standard deviation of DLL, PLL, and FLL
errors

Desired signal Galileo E5a (BPSK(10))

Coherent 1ms
integration time
Loop bandwidths | DLL: 5Hz
PLL: 10 Hz
FLL: 4 Hz
RF front-end 13 MHz (double sided)
bandwidth
Pulsed DME double pulses
interference - Duration of a single pulse:
3.5e-6 sec

- interval: 1.2 e-5 sec.
Pulse repetition rate: 2700 pps
J/Sratio: 8.4 dB

TABLE 3. Scenario characterization for low-power

DME pulsed interference

Pulse Wavelet
No Pulse Mitigation
Present
Zero
DLL [m] 2.571e-1 2.607e-1 | 2.595e-1
PLL [cycle] 1.899e-2 | 2.519e-2 | 1.94e-2
FLL [Hz] 5.879 7.252 6.035

TABLE 4. Standard deviation of DLL, PLL, and FLL
errors

sets the gain factor externally as a func-
tion of the specific antenna used. Thus,
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FIGURE 14 Standard deviation of the IF samples of Galileo E6 contaminated

with high power, long pulsed interference.

the method of continuously monitoring
the gain factor and steering the blanking
within the front-end is not possible.

In order to compare both approach-
es, the AGC is modeled by monitoring
the standard deviation of the discrete IF
samples. The time interval for which the
standard deviation is calculated is a key
parameter of this approach.

In order to assure that the variance
is calculated for a time period that is
contaminated completely by the pulse,
the time interval should not exceed half
the pulse duration. We assess the perfor-
mance for the E6 long pulses (0.2 mil-
lisecond pulse duration and 300 pps
pulse repetition rate) at high power. The
standard deviation of the IF samples
for a time period of 20 milliseconds are
shown in Figure 14 where the six identi-
fied pulses are highlighted.

After identifying the pulses based
on the AGC modeled via the standard
deviation of the IF samples, we blank
out the affected time intervals. Figure
15 presents the resulting effective C/N,
compared against the results obtained
via wavelet-based interference mitiga-
tion.

A comparison of pulse blanking via
IF sample standard deviation monitor-
ing versus wavelet-based interference
mitigation with respect to DLL, PLL,
and FLL loop performance is shown in
Table 5.

versus blanking

Summary of Wavelet-Based
Interference Mitigation

We consider signal analysis by means
of wavelets as an innovative technique,
providing not only insight into the fre-
quency content of the signal as with the
traditional Fourier analysis but also
enabling signal analysis in the time
domain.

This technique allows a combined
time-frequency analysis of the signal,
which is highly desirable for pulsed
interference. As many different wavelet
basis functions exist, we can fine-tune
our mitigation technique with respect to
the expected interference.

Compared to traditional pulse
blanking accompanied by monitoring of
the analog AGC evolution, the wavelet
transformation technique can detect a
pulse with much higher precision. More-
over, by applying this technique the sig-
nal processing within the receiver does
not suffer from potentially high recovery
times after detection of a pulse.

Notch Filtering for CW
Interference Mitigation
The design of interference mitigation
algorithms applicable to continuous
wave (CW) interference focuses on sup-
pression of the high spectral peaks relat-
ed to the interferer. Figure 18 shows the
power spectral density (PSD) of IF sam-
ples contaminated with CW interference.
We can describe a notch filter as one
that passes all frequencies except those

Time [s]

FIGURE 15 C/NO effective estimation for PRN 3 — Wavelet mitigation

Pulse Blanking via Wavelet
AGC Modeling Mitigation Zero
DLL [m] 2.37e-1 2.29e-1
PLL [cycle] | 3.53e-3 3.37e-3
FLL [Hz] 2.31 2.17

TABLE 5. Standard deviation of FLL, PLL and FLL
errors

contained within a stopband bandwidth,
BW, centered at the notch filter’s center
frequency F, . We define the stop-
band as those limits where the ampli-
tude decreases by at least three decibels.
The amplitude response of a notch filter
is flat at all frequencies except for the
stopband on either side of the centre
frequency.

To specify a notch filter sampling fre-
quency, F, the parameters to be defined
include F_, BW, and a passband ripple,

notch®

A . asshownin the Figure 16.

Figure 17 illustrates the notch filter-
based interference mitigation approach
for continuous wave interferers, which
we will now describe in greater detail.

Step 1 - Spectral Monitoring. We first
estimate the continuous wave’s center
frequencies. (This method is not lim-
ited to a single CW interferer but can
be applied to multiple CW interferers as
well.) We then apply an FFT or estimate
the PSD, while continuously monitor-
ing the spectrum to adjust the filtering
parameters appropriately.

Step 2 - Notch Filter Design. We deter-
mine the notch filter parameters and set
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FIGURE 18 Power spectral density of the IF samples containing continuous
wave interference

up the filter. Based on the information of
the estimated interferer’s signal power,
we can adjust the depth of the notch.

Step 3 - Notch Filtering. Notch fil-
tering is carried out as part of the
third and final step.

Performance Assessment

of Notch Filtering-Based
Mitigation Technique

Table 6 describes the scenario used in the
application of the notch filter. A com-
parison of PSDs reflecting the effect of
the notch filter for CW-interfered GNSS
signals is given in Figure 18 based on the
scenario described in Table 6.

After applying the notch filter, the
spectral peaks originating from the CW
interference were well suppressed. The
resulting PSD is almost identical to the
one without any interference.

Additionally, the estimated effec-
tive C/N, for PRN3 shown in Figure 19
clearly illustrates the effectiveness of the
notch filter against CW interference.
In this case, the effective C/N, drops
from 46.2 dB-Hz to 39.5 dB-Hz in the

presence of CW interference and recov-
ers to 45.9 dB-Hz after we apply notch
filtering.

The performance benefits derived
from Notch filtering counteracts CW
interference in terms of DLL, PLL, and
FLL errors are summarized in Table 7.

Conclusion and Future
Developments

We have outlined two different inter-
ference mitigation approaches, applied
to the digital part of GNSS receivers.
Wavelet-based pulsed interference miti-
gation shows a significant potential for
future use for both high- and low-power
pulses, enabling accurate detection and
mitigation. Significant performance
improvements are measured at both the
C/N, level and tracking loop level have
been reported for high power pulsed
interference.

Additionally, our analysis of notch
filtering against CW interference threats
indicates significant capabilities as well.

We should underline that all algo-
rithms have been implemented in the

i i

6 7 8
Time [s]

10

FIGURE 19 C/N0 effective estimation for PRN 3 - CW Interference

Desired signal Galileo E5a (BPSK(10))

Coherent integration time | 1 ms
Loop bandwidths DLL: 5Hz
PLL: 10 Hz
FLL: 4 Hz
RF front-end bandwidth 13 MHz (double sided)

CW interference J/Sratio: 31.6 dB
Doppler offset for

PRN3:90.2 Hz

TABLE 6. Scenario characterization for high-power

pulsed interference

NoCW Prgllznt Fi,;‘t?etrci:g
DLL [m] 1.50e-2 | 8.64e-2 | 1.77e-2
PLL [cycle] 3.13e-3 9.47e-3 | 2.90e-3
FLL [Hz] 9.18 5.08e1 9.75

TABLE 7. Standard deviation of DLL, PLL, and FLL
errors

IpexSR software receiver, enabling inter-
ference mitigation in a post-processing
laboratory environment. Currently,
implementation of the wavelet-based
interference mitigation approach for real-
time applications in particular is being
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pursued at the University FAF Munich
Institute of Geodesy and Navigation.
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