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T he emergence of a multi-GNSS 
world will inevitably require 
the civil GNSS user community 
to address the issue of signal 

authentication: confirming that a pre-
tended identity of a user or transmitted 
information is, in fact, real and correct. 

This two-part column focuses on 
the concepts and methods for achiev-
ing authentica tion in GNSS operations. 
In the July/August issue, the column 
began by introducing some of the cryp-
tographic concepts, terminology, and 
techniques used to develop and imple-
ment au thentication methods in naviga-
tion systems in general.

This second and final instalment 
will discuss the possibilities of navi-
gation message authentication, and 
examine public and private spreading 
code authentication as well as naviga-
tion message encryption and spread-

ing code encryption. We will also draw 
some conclusions about these concepts’ 
application in GNSS.

Navigation	Message	
Authentication	(NMA)
NMA denotes the authentication of 
satellite signals by means of digitally 
signing the modulated navigation data. 
For each satellite, valid signing/valida-
tion-key pairs (ks , kv) are generated. The 
signing key ks is kept secret and is only 
known by the ground segment and the 
respective satellite. The validation key kv 
is made public in an authentic able man-
ner, for example, by means of cer tificates 
in a public key infrastructure.

The navigation message consists of 
one or several data blocks DN, contain-
ing the orbit and clock parameters, and 
of one or several data blocks containing 
the digitally signature DS. The digital 

signature DS is computed, as described 
in Part 1 of this article, e.g., by hash-
ing the data blocks DN and subsequently 
encrypting the hash value under the 
signing key ks.

The recipient receives the data blocks 
DN and the signature blocks DS via the 
modulated data bits on the ranging 
signal. After receiving a complete mes-
sage, the recipient can authenticate it by 
means of the validation function, for 
example by comparing the hash value 
of the data blocks DN with the outcome 
of the decrypted signature under the 
publicly known validation key kv.

This method demands that the vali-
dation key kv is known to the receiver 
in an authentic manner. This can be 
achieved by means of an interface to the 
receiv er with which the user can input 
the validation key. The validation key 
is published on the Internet merged in 
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Securing GNSS systems against unauthorized use and false signals (spoofing) is a matter of growing 
concern for GNSS operators and users. In this column, the second and final part of a series, the authors 
explore a variety of methods for user and signal authentication and discuss their application in GNSS.
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a certificate signed by a trustworthy 
entity. 

As shown in Figure 1, however, 
the key distribution scheme for the 
up coming Galileo system is planned in a 
different way. Rather than publishing on 
the Internet, the validation key is packed 
in a certificate and transferred via the 
modulated data on the ranging signal 
itself. The receiver proofs the validity 
of the validation key over a validation 
chain up to the root certificate. Again, 
this root certi ficate has to be known to 
the re ceiver in an authentic manner. 
Thus, the same arrange ments have to be 
implemented as previously described. 

Compared to the first approach 
— using the Internet and a direct inter-
face to the receiver — the data overhead 
is notably in creased. Furthermore, in 
this proposed Galileo ar chitecture, the 
authentication method is not available 
until all certificates are received and 
valid ated. In case of direct key input to 
the receiver, the question of acquisition 
time does not arise.

Delayed	Authentication	
with	NMA
One obvious disadvantage of nav igation 
message authentication is the existence 
of a delay in authentication. The receiver 
is only able to authenticate a signal after 
the re ception of the whole navigation 
message including the digital signature.  
For example, with a navigation message 
of 1,500 bits and a digital signature of 
500 bits, an authentication delay of 40 
seconds occurs at a transfer rate of 50 
bits per second (bps). The principle of 
authentication delay is visualized in 
Figure 2.

The estimation of the authentica-
tion delay assumes that it is possible for 
a spoofer to adopt an authentic signal 
without being noticed, that is, the spoof-
ing attack does not cause the intended 
user’s receiver to lose tracking. Upcom-
ing studies will investigate the pre-
requisites — accurate knowledge of the 
user’s position, synchronization issues of 
signal generators and re spective signal 
transmitters — for a spoofer to substi-
tute an au thentic signal by the spoofed 
replica without attracting attention.

In addition to 
the potential for 
s p o o f i n g ,  t h i s 
implementation of 
NMA cannot meet 
any of the “time to 
alert” requirements 
in civil aviation for 
ensuring the integ-
rity — or “safe to 
use” status — of 
GNSS satellite sig-
nals.

Of course, one 
could individually 
generate signatures 
for separate parts 
of the navigation 
message.   With 
such an approach, 
however, the data 
overhead created 
by the digital signa-
tures is formidable. 
Furthermore, one 
has to take care that 
every single data block does not reappear 
within the period of validity of the pub-
lic key. This, in turn, requires the addi-
tion of information — for example, time 
stamps — to each data block, resulting 
in an even higher data overhead. 

One possible solution for this prob-
lem is the use of digital signatures in 
message recovery mode. In this mode 
of operation, in contrast to their use as 

appendices, no signatures are transmit-
ted in addition to the plaintext message. 
Just the message, encrypted under the 
signing key, is transmitted to the user. 
This mode of operation is only practi-
cal, however, when the message is short 
enough to be represented as an element 
of the set of plaintext messages.

In message recovery mode, the 
receiver decrypts the transmitted sig-

FIGURE 1  NMA key infrastructure proposed by European Commission

FIGURE 2 . Authentication delay caused by Navigation Message Authenti-
cation using digital signature as appendix
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nature using the validation key. If the 
outcome of the decryption is a valid 
navigation message, the navigation 
message is recaptured and authenticity 
can be assumed, as it is computationally 
infeasible for an adversary to find a sig-
nature that maps to a consistent navi-
gation message. In order for users to be 
able to determine whether a navigation 
message is valid, the message-recovery 
approach must also apply plausibility 
tests and/or introduce redundancy in 
the original message.

To assess the real-word suitability of 
this approach, let’s look once again at the 
civil aviation requirements for integrity 
time-to-alarm (TTA). Splitting up the 
navigation message into blocks of 500 
bits and adding another 100 bits redun-
dancy to each block, a transfer rate of 
100 bits per second would be adequate 
to meet the Category 1 (CAT I) approach 
and landing TTA requirement of six sec-
onds. For this sample, the data overhead 
due to authentication would only be 300 
bits — much smaller than the data over-
head in the classical appendix method. 
We should point out, however, that for 
certain encryption techniques, such as 
the use of the RSA algorithm, the size 
of the single message blocks equals the 
size of the keys used. Thus, small data 

blocks result in a less secure authentica-
tion scheme and, correspondingly, in a 
shorter lifetime of the keys.

spoofing	NMA
In addition to the non-achievability of 
the TTA limits, the main drawback to 
navigation message authentication is the 
possibility of by-passing the authentica-
tion method by comparatively simple 
means, as illustrated in Figure 3.

The spoofer receives the authentic 
navigation signal of the satellite and 
bitwise reads out the navigation mes-
sage. The bit stream of the valid naviga-
tion message is transferred to the signal 
generator, which modulates the crypto-
graphically correct data on the forged 
navigation signal and transmits it with 
a comparatively high signal power in 
order to mask the authentic signal. As 
the spoofer merely interchanges the 
signal transmission time and sends an 
identical copy of the navigation message, 
the receiver is not able to detect the forg-
ery using cryptographic methods. 

This forgery is detectable by moni-
toring the receiver clock bias for sudden 
jumps. At the very least, the time delay of 
the forged signal is driven by the amount 
of time the spoofer needs to process the 
satellite signal and read out a single bit of 

the navigation message. This time delay 
is roughly approximated by the recipro-
cal transmission rate, thus, on the order 
of 10 milliseconds. 

For a receiver capable of synchroniz-
ing its receiver clock with GNSS system 
time by means of tracking authentic 
signals, detecting clock bias jumps of 
this magnitude should present no major 
problem even if the receiver had not been 
tracking GNSS signals for up to 10 min-
utes. However, targeted receivers per-
forming a cold start could easily be fooled 
by this kind of attack. Moreover, use of 
spoofing architectures described in the 
following discussion could fully break 
navigation message authentication.

public	spreading	Code	
Authentication
Another approach to preventing spoofs 
employs the proposed public spreading 
code authentication (PubSCA) described 
in the paper by L. Scott, cited in the 
Additional Resources section at the end 
of this article. This method expands navi- 
gation message authentication by add-
ing another security feature. Besides the 
digital signature of the navigation data, 
additional codes are inserted into the 
ranging code in fixed time windows.

These so-called Spread Spectrum 
Security Codes (SSSC or SC) are gen-
erated as an enlargement of the digital 
signature of the present navigation mes-
sage in the form of pseudorandom bit 
sequences. In contrast to the intended 
user and the spoofer, the transmitting 
satellite knows ex ante the complete 
navigation message and, thereby, also 
the digit al signature. Thus, the satellite is 
able to compute and transmit the spread 
spectrum security codes.

As illustrated in Figure 4, the receiver 
stores the down-converted samples of 
the spread spectrum security code time 
windows in a data storage device. After 
the reception of the complete navigation 
message and the complete digital signa-
ture (at which point the receiver can first 
compute the spread spectrum security 
codes), the SCs are generated using the 
received digit al signature as initializa-
tion “seed” of the pseudorandom bit 
generator (PRBG). Then the usual cor-
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FIGURE 3  Spoofing of NMA protected signals
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relation process begins. The correlation 
power of the replicated and the received 
SSSC provides a measure for the authen-
ticity of the received signal.

spoofing	pubsCA
A spoofer using standard receiver hard-
ware does not have the capability to read 
out the spread spectrum security codes, 
which are buried under the noise floor 
like all GNSS signals. Furthermore, 
common signal generators do not have 
the capability to add or induce user-
defined spreading codes in real time. 

For these reasons, a spoofer cannot 
feasibly send a cryptographically correct 
signal until the reception of the digital 
signature. The induced time delay of 
the forged, but cryptographically cor-
rect signal is about as large as the trans-
mission time for a complete navigation 
message including the digital signature. 
Consequently, the receiver clock jump 
arising from this delay should be rec-
ognized even by receivers that have not 
been tracking GNSS signals for as long 
as two days.

With the right equipment, however, 
a spoofer can thwart navigation signal 
authentication incorporating PubSCA 
without creating a substantial — and 
detectable — time delay. One approach 
would be to raise the satellite signals 
above the RF noise f loor using direc-
tional antennas or beam-forming phased 
array antennas, down-converting and 
sampling the signals, buffering the 
samples, and retransmitting the signals 
without changing the modulated data 
but with an appropriate time delay and 
Doppler shift. This principle of retrans-
mitting signals is a common practice in 
radar techniques, an implementation 
known as digital radio frequency mem-
ory (DRFM). 

A further possibility is to determine 
the public SCs using a real-time soft-
ware receiver, after having once again 
raised the signal above the noise floor 
by adequate means. The resulting codes 
are then transferred to a signal genera-
tor, creating a cloned but time-delayed 
signal. The clock bias jumps induced by 
this method primarily arise from the 
spoofer’s computation time and the tri-

angular inequality: the satellite-spoofer-
user distance, and thus the signal travel 
time, is always greater than the satellite-
user distance. Nonetheless, such receiver 
clock jumps are hardly detectable.

Although theoretically possible, the 
complexity of the equipment needed 
makes this kind of attack on public SC 
encryption quite unlikely. In the pre-
viously cited paper, L. Scott estimates 
that even an 80-centimeter diameter 
antenna would not suffice to determine 
the spreading codes at an appropriate 
error level. Due to the high directivity 
of such antennas, a separate one would 
be needed for each satellite whose signal 
was going to be spoofed.

As with simple navigation mes-
sage authentication, however, NMA 
with PubSCA suffers an authentication 
delay. So, a signal can only be authenti-
cated after the reception of a complete 
navigation message including the digital 
signature. Consequently, civil aviation 
time-to-alert limits are not achievable. 

Moreover, the changes in the signal 
characteristics created by adding the 
PubSCA have other effects, for instance, 
an influence on the stability of the lock 
loops, because while SCs are being trans-
mitted, ranging information is unavail-

able. In turn, this creates a greater sensi-
tivity of the receiver to the effects of high 
dynamic operations.

private	spreading	Code	
Authentication
Private spreading code authentication 
(PrivSCA) is similar to PubSCA in that 
SSSCs are embedded in the convention-
al ranging code in fixed time windows. 
Unlike in PubSCA, where the digital 
signature of the current navigation mes-
sage was used to generate the SSSCs, in 
PrivSCA the digital signature of the last 
navigation message, encrypted with a 
symmetrical encryption system using 
the secret key kpsca, is used as the seed for 
the spreading code sequence generation. 
(See Figure 5.)

The advantage of this architecture 
stems from the fact that the SCs are 
known to the receiver after the recep-
tion of a complete navigation message, 
including its signature, at the beginning 
of the following transmission period. 
Therefore, authenticity can be achieved 
in every time window by measuring the 
correlation power of the replicated and 
the received SSSC.

Under the assumption that the 
secret key kpsca is indeed confidential 

FIGURE 4  Public spreading code authentication processing within the user terminal
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and secure, the previously described 
measures for breaking PubSCA would 
also have to be implemented to break 
private spreading code authentication. 
On the one hand, the proposed PrivSCA 
architecture demands that the key kpsca, 
which encrypts the digital signature to 
the initialization seed of the spreading 
code sequence generator, is available 
to the receiver. On the other hand, it 
requires that kpsca is secret to the outside 
world and to the spoofer in particular. 

In order to fulfill both require-
ments, the key must be encapsulated in 
tamper-resistant hardware. The receiv-
ing unit inputs the signature of the last 
received navigation message into this 
security module where the seed of the 
SC is recaptured using the encryption 
key and the correlation of the replicated 
and the received SSSC takes place. The 
output of this correlation process goes to 
the receiver and provides the indicator 
of signal authenticity.

As the key kpsca has a limited validity 
period, measures must be implemented 
to update the key in a secure and authen-

tic manner. One possibility is to assign 
to each receiver unit an additional sym-
metric key kidR

, according to a unit num-
ber idR. The key updates are distributed 
by a trusted entity, which sends to each 
receiver EkidR

(kpsca) the new key encrypted 
by the unit’s update key kidR

. The receiver 
decrypts this information within the 
security module and gains the new key 
kpsca = DkidR

 (EkidR
 (kpsca)). This architec-

ture is similar to the black key/red key 
architecture of the military GPS.

Navigation	Message	
encryption
The term navigation message encryp-
tion (NME) refers to encrypting the 
data modulated on satellite ranging sig-
nals. NME uses symmetric systems for 
encryption and can provide user authen-
tication, if either the user community is 
trustworthy (that is, the secret key used 
for encryption/decryption of the naviga-
tion data is not relayed by the entities) or 
the use of the transmitted data demands 
the publishing of the data. In the latter 
case, an unauthorized person could not 

use the information, even 
if he is able to decrypt it, 
because the unauthorized 
use could then be detected. 
In this context, NME does 
not restrict users from the 
service itself, but from the 
benefit of the service. 

A further possibility for 
using NME as a method of 
user authentication is to 
encapsulate the symmetric 
encryption/decryption key 
in tamper-resistant hard-
ware. The receiver inputs 
the encrypted data to the 
additional module, where 
the ciphertext is decrypted. 
The plaintext message is 
returned to the receiver. 
Key distribution issues were 
discussed in the preceding 
section.

spreading	Code		
encryption
User and signal authen-
tication can be achieved 

by means of spreading code encryption 
(SCE). In this process, the spreading 
code used by the satellite is encrypted by 
modulo 2 addition of a pseudorandom 
bit sequence. (See Figure 6.)

One parameter of SCE is the bit rate 
of the encryption stream. If the chip rate 
of the encryption stream is identical to 
that of the unencrypted spreading code, 
the modulo 2 addition results in true 
(pseudo-) random sequences. If the chip 
rate of the encryption stream is consid-
erably slower than the chip rate of the 
spreading code, more or less long code 
sequences result that are known except 
for the sign. This fact limits the possibil-
ity of user authentication because these 
known code sequences can be used, for 
example, to perform pseudorange code 
measurements on the encrypted P(Y)-
code on GPS L2.

The pseudorandom bit sequence is an 
application of stream ciphers. The gen-
eration of pseudorandom bit sequences 
was addressed in the discussion of cryp-
tographic concepts in Part 1 of this col-
umn. 
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FIGURE 5  Private spreading code authentication processing within the user terminal
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In SCE systems such as the GPS P(Y) 
code, rather than attempting direct 
acquisition of the encrypted Y-code, the 
C/A-code is frequently used to acquire 
a satellite signal and then “hand over” 
the signal observables for P(Y)-code 
acquisition and tracking. To limit the 
computational effort in this technique as 
well as to limit the computational effort 
for direct acquisition, the length of the 
cipher stream is bounded and its genera-
tion reset at fixed times.

As a feedback function of the pseu-
dorandom bit generator, a keyed sym-
metric block cipher such as DES or AES 
can be used. The time stamp of the first 
bit of the pseudorandom bit sequence 
can be used as the initialization seed of 
the PRBG.

To gain full user and signal authen-
tication from spreading code encryp-
tion, the PRBG key must not be know-
able by the outside world. Therefore, the 
confidential information must again be 
encapsulated in tamper-resistant hard-
ware. 

The implementation of this security 
module is much more complicated com-
pared to navigation message encryp-
tion modules and PrivSCA modules. 
With NME  only a few bits need to be 
decrypted and with PrivSCA only short 
code sequences have to be decrypted and 
correlated; for spreading code encryp-
tion the whole digital signal processing 
unit has to be embedded and secured.

The key distribution can be carried 
out by similar means as PrivSCA and 
NME. The requirements for a spoofer 
to break SCE were mentioned in the 
discussion of public spreading code 
authentication.

Non-Cryptographic	
Detection	of	spoofers
All of the cryptographic methods for 
signal authentication that we’ve pre-
sented in this column can be overcome, 
although the complexity of the neces-
sary spoofing facilities varies. For this 
reason, we should also consider some 
non-cryptographic methods with which 
to achieve signal authentication. These 
methods can particularly be used to 
bridge the authentication delay inher-

ent of some of the methods we have 
described. 

We’ve already mentioned one such 
approach: the monitoring of the receiver 
clock bias for unsuspected jumps. Now 
let’s look at some others.

In order to spoof a satellite signal, 
the forged transmission must mask the 
authentic signal. For this reason, spoof-
ing signals are broadcast with consid-
erably higher power. So, one possible 
means for detecting the presence of 
forged signals is to monitor the absolute 
power of received signals as well as their 
signal-to-noise ratio against unexpected 
behavior.

Usually, a spoofer will send forged 
signals only from a single location. For 
this reason, a user can detect spoofed sig-
nals by monitoring the direction of sig-
nal origin using phased array antennas/
receivers. Deviations from the expected 
satellite geometry are a strong indica-
tor of the presence of forged signals. A 
further method, simpler to implement 
but based on the same principle, is the 
monitoring of a fixed baseline of a two-
antenna/receiver system.

The aim of spoofing attacks is to con-
vince a user to be at a different location 
and/or velocity than the user’s intended 
one. This raises an additional possibility 
for detecting forged signals — the use of 
a separate, non-GNSS–based positioning 
technology. With the aid of sensors such 

as inertial measurement units, baromet-
ric height sensors, odometers, or com-
passes, a combined navigation system 
can recognize the drifting of the GNSS 
position caused by spoofing within the 
system’s integrating filter.

Applying	signal	
Authentication	to	gNss
The cryptographic methods discussed 
here for user and signal authentication 
are all implementable measures for 
future GNSS systems. They differ both 
in their complexity and security-related 
aspects.  The state of the implementation 
respective the planning of future imple-
mentation is lined out in the following 
paragraphs.

Modernization of the GPS space seg-
ment will add new signals for civil use 
on L2 (beginning with the Block IIR-M 
spacecraft currently being launched) 
and two additional signals for civil use 
on L5 (beginning with Block IIF). A new 
civil signal has also been proposed and 
designed for L1, which would be imple-
mented beginning with GPS Block III 
satellites. However, no cryptographic 
methods for authentication are imple-
mented or planned for these civil GPS 
signals. All military GPS services apply 
user and signal authentication by means 
of spreading code encryption.

In the same manner and according 
to the currently available information, 

FIGURE 6  Code Generation Block for SCE
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we can recognize that Galileo will also 
provide some authentication methods:
•	 Open	Service	(OS)	—	none	of	the	

data channels of the OS signals will 
provide any encryption nor any sig-
nal authentication.

•		 Safety	of	Life	Service	(SoL)	—	all	data	
channels of the SoL signals will pro-
vide authenticated integrity data.

•		 Commercial	Service	(CS)	—	the	CS	
signal on the third frequency band, 
E6, will broadcast encrypted naviga-
tion data.

•		 Public	Regulated	Service	(PRS)	—	
The PRS service will be provided by 
the E1-A and E6-A signals. These will 
use encrypted PRS ranging codes 
and navigation data messages.
Finally, it is important to mention 

that none of the augmentation systems 
plans to implement cryptographic meth-
ods. So, what this overview reveals is 
that authentication techniques still have 
a long way to go until they become usual 
in all navigation systems. Nevertheless, 
as this column has made evident, given 
the great world of opportunities that 
cryptographic methods offer, we might 

certainly expect that these techniques 
will drive future work in this field.

Conclusion
User and signal authentication provides 
important tools for the growing “GNSS 
infrastructure.” The methods provid-
ing user authentication, particularly 
spreading code encryption, are already 
in use to protect the military services of 
GPS. The European Galileo system now 
under development will use encryption 
not only for the restriction of the PRS 
user community but also against unau-
thorized use of the CS signal on E6 by 
non–fee-paying users. 

The use of NME  without an embed-
ded encryption key is only useful for 
applications in which the benefit of the 
service demands the publication of the 
received data. As this kind of applica-
tion is seldom in use, NME will be 
implemented with encapsulated keys, 
albeit with the requisite tamper-resis-
tant hardware and key distribution 
infrastructures. Whilst the evaluation of 
the use of user authentication schemes 
is quite canonical, the choice of appro-

priate signal authentication schemes is 
more difficult.

An adequately equipped spoofer  
— one with beam-forming antennas or 
highly directive antennas and digital 
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Acronyms	Used	in	This	Column
DRFM	 Digital	Radio	Frequency	Memory

FOC	 Full	Operational	Capability

GBAS	 Ground	Based	Augmentation	System

GNSS	 Global	Navigation	Satellite	System

GPS	 Global	Positioning	System

MAC	 Message	Authentication	Code

NME	 Navigation	Message	Encryption

NMA	 Navigation	Message	Authentication

OS	 Open	Service

PKI	 Public	Key	Infrastructure

PRBG	 PseudoRandom	Bit	Generator

PrivSCA	 Private	Spreading	Code	
Authentication

PRS	 Public	Regulated	Service

PubSCA	 Public	Spreading	Code	
Authentication

SBAS	 Space	Based	Augmentation	System

SCE	 Spreading	Code	Encryption

SoL	 Safety	of	Life

SSSC,	SC	Spread	Spectrum	Security	Codes

RSA	 Rivest-Shamir-Adleman
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radio frequency memory (DRFM) or 
real-time software receivers and signal 
generators — can probably break all sug-
gested cryptographic signal authentica-
tion techniques. Such a capability not 
only demands a tremendous amount 
of know-how, but the physical dimen-
sions of such a facility would be hard to 
handle, too. For this reason, in the near 
future this type of attack will most likely 
not occur or only rarely be implement-
ed. Thus, we might reasonably assume 
that only spoofing attacks making use 
of standard hardware will be the main 
area of concern.

Due to a capability for nearly instan-
taneous signal authentication, spreading 
code encryption and private spread-
ing code authentication offer excellent 
prospects. However, both procedures 
are based on the confidentiality of the 
associated cryptographic keys. There-
fore, for both methods, tamper-resistant 
hardware and a reliable key distribution 
infrastructure have to be set up. The 
security of the systems is particularly 
constrained by the security of the tam-
per-resistant hardware.

The essential difference between nav-
igation message authentication and pub-
lic spreading code authentication is that 
the minimum satellite clock offset for 
re-emitted (spoofed) cryptographically 
correct NMA signals is much smaller 
compared to the minimum satellite 
clock offset for re-emitted cryptograph-
ically correct PubSCA signals. Users 
having the opportunity to synchronize 
their receiver clock in a spoofing free 
environment, e.g. an airport monitored 
by ground-based augmentation system 
sensor stations, can detect re-emitting 
attacks against both authentication pro-
cedures. On the other hand, both meth-
ods can be broken by a “self-spoofer” 
— for instance, a participant of GNSS-
based tolling system — intentionally 
disrupting the receiver clock, simply by 
cutting off the power supply. 

Therefore, the additional expenses 
for the hardware components needed to 
implement a PubSCA solution, as well 
as the technique’s decreased navigation 
capabilities, provide a strong argument 
for only implementing navigation mes-

sage authentication in a GNSS. The 
drawback of NMA’s authentication 
delay can be resolved by means of sensor 
integration or eventually by implement-
ing NMA in message recovery mode 
(acknowledging the short key length 
problem). 

NMA manifests three advantages 
compared to SCE and PrivSCA. NMA 
does not need tamper-resistant hardware 
in the user terminal, key distribution 
can be solved very efficiently by means 
of a public key infrastructure, and NMA 
does not require dissemination of con-
fidential information — by any means 
— to the user community.

Therefore, the use of NMA seems to 
be the technique of choice for GNSS sig-
nal authentication purposes. To assure 
security against DRFM-like attacks, a 
combination with one or more – non-
cryptographic anti-spoofing methods 
should be performed.
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